ABSTRACT Radio frequency signal identification technology is a non-password authentication method based on the physical layer hardware of the device. This paper explores the feature extraction and recognition method based on the gene characteristics of the radio frequency signal. Since the radio frequency signal has materiality, informationality, transitivity, vulnerability and dividability, these characters are similar to biological gene. The concept of gene characteristics of the radio frequency signal is proposed in the paper, which is inspired by the biological gene. The study on radio frequency signal gene characteristics from the perspective of fractal theory based on the self-similarity of the radio frequency signal is carried out, and the radio frequency signal gene feature extraction is explored by the multifractal dimension characteristics. The experimental results illustrate that the recognition success rate of 500 sets of radio frequency signals from ten identical radio stations can reach 98.2% with the gray relation algorithm as a classifier. It shows that the multifractal dimension characteristics can be used to express the gene features of the radio frequency signals, although the time domain signals from these ten identical radio stations are basically similar. Extending to the cognitive research of radio frequency signals, it can be applied to enhance physical layer security for industrial Internet of Things (IoT) through collaborative identity authentication of industrial IoT wireless devices based on the radio frequency signal gene characteristics.
I. INTRODUCTION A. RESEARCH MOTIVATION
In recent years, the development of the IoT in China has entered the landing stage in many industrial fileds [1] , [2] . At the same time, it has also entered the stage of information security construction of the IoT [3] - [5] . Radio frequency signal identification technology is a non-password authentication method based on the physical layer hardware of the device. Therefore, the research on the collaborative identity authentication technology of industrial IoT devices based on the gene characteristics of the radio frequency signal can provide reliable protection for the information security of industrial IoT devices. It has certain theoretical significance
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for the development of industrial IoT information security and related fields in China. Since radiation source signals are full of materiality, informationality, transitivity, vulnerability and dividability, these characters are similar to biological gene. The material carrier of the electromagnetic wave is the electromagnetic field that carries intentional or unintentional modulation information, while the material carrier of the gene is DNA, which carries genetic information. The information carried by the electromagnetic wave is generated by current oscillation at the excitation source, and information is transmitted to a distant place through alternating induction of electric field and magnetic field. In the process of transmission, the signal is subject to a certain degree of ''pollution'' due to the influence of transmission environment, while genes are passed on from parents to offspring by replication or recombination. And in the process of inheritance, certain errors, mutations, etc. occur. From the above comparative analysis, there are too many similarities between RF signals and genes, seen in Table 1 . If the gene characteristics of the radio frequency signal can be utilized to perform collaborative identity authentication on different industrial IoT terminal devices, the security of identity authentication of industrial IoT devices will be enhanced to a large extent. The contributions of the paper can be concluded as follows:
a. Extensive literature review from radio frequency fingerprint to radio frequency gene cognition has been made. b. The concept of gene characteristics of the radio frequency signal is proposed in the paper, which is inspired by the biological gene, since the radio frequency signal has materiality, informationality, transitivity, vulnerability and dividability, and these characters are similar to the biological gene. c. The study of radio frequency signal gene characteristics from the perspective of fractal theory based on the selfsimilarity of the radio frequency signal has been carried out. d. The radio frequency signal gene feature extraction is explored by the multifractal dimension characteristics through simulation analysis and experimental analysis.
B. APPLICATION STATUS OF RF-FINGERPRINT
Radio frequency signal identification technology is a nonpassword authentication method based on the physical layer hardware difference of the device. From the radio frequency fingerprint to the radio frequency signal gene cognition, its theory and application are still being explored. Wireless device identification based on the subtle feature of the radio frequency signal originates from the specific emitter identification (SEI), which associates the unique electromagnetic property of the radiation source with the radiation source individual. In 2003, Hall et al. proposed the concept of RF-Fingerprint [6] , which is a set of differential subtle features extracted from transmitter signals, and is the physical layer essential feature of device. Just as each person has different fingerprint characteristics, each wireless device also has different RF fingerprint characteristics, which is the hardware difference in essence. And these hardware differences are contained in communication signals, and the fingerprint characteristics of the received RF signal can be extracted. RF fingerprint identification technology has been applied to military affairs, medical treatment, wireless network security, quality management and other fields, as shown in fig.1 . In 2005, Ureten et al. divided the RF fingerprinting process into three phases: transient signal detection, fingerprint feature extraction and classification [7] . In 2006, Barbeau et al. introduced an intrusion detection system based on radio frequency fingerprinting technology to combat counterfeiting attacks [8] . In 2007, Ureten et al. introduced a complete WiFi radio frequency fingerprint identification system, which collects data for 8 different WiFi transmitters, and determines the access rights of devices to the network through RF fingerprint recognition [9] . In 2008, Suski et al. further divided the RF fingerprinting process into four steps (i.e., waveform parameter extraction, transient signal detection, fingerprint signature database establishment and classification of unknown received signals), and proposed to perform individual identification on three IEEE 802.1la communication devices based on the spectral characteristics of OFDM signals [10] . In 2009, Danev et al. explored the feasibility of identifying nodes by the transient characteristics of the RF signal transmitted by the CC2420 wireless sensor nodes [11] . In the same year, Klein et al. proposed that radio frequency fingerprint recognition technology was one of the physical layer security technologies based on the radio frequency fingerprint characteristics of specific communication devices, which was unique and difficult to clone. And the wavelet transform was used to identify the 802.11a communication equipment [12] . In 2010, Danev et al. proposed that the goal of RF fingerprint recognition was to identify communication devices based on the physical layer characteristics of communication devices, and conducted a feasibility study on the physical layer authentication method based on RF fingerprint recognition [13] . In a wireless network, a forged access point can be activated by a malicious attacker to masquerade an authorized user. After accessing the network, various forms of attacks can be performed, and the security VOLUME 7, 2019 of the wireless network is greatly challenged. Jana et al. used the clock bias of the wireless LAN access point as a radio frequency fingerprint to quickly and accurately detect unauthorized access point and achieved good experimental results. However, external temperature change and the choice of clock source will have a certain impact on fingerprint characteristics [14] . In addition, RF fingerprint technology is also widely used in the individual identification of wireless network cards, LTE, GSM, Ad-hoc and other radiation sources [15] - [19] . Extracting the radio frequency fingerprint of the device by analyzing the communication signal of the wireless device for device identification is a physical layer method for protecting the security of the communication system. Radio frequency fingerprints are the physical layer essential characteristics of wireless communication devices and are difficult to be tampered with. Just as different people have different fingerprints, different communication devices have different RF fingerprints, which can be used for identification and access authentication of wireless devices. In 2016, Yu et al. conducted a comprehensive analysis of RF fingerprint extraction and identification methods of wireless communication devices. The characteristics of RF fingerprints were classified and summarized. It was pointed out that RF fingerprints should have five characteristics, namely, universality, uniqueness, short-term invariance, independence and robustness [20] .
C. RESEARCH STATUS OF RF-FINGERPRINT GENERATION MECHANISM
For a typical digital radio transmitter system, the baseband signal is first processed digitally and then is put into the analog circuit module. In this part of the analog device, the device tolerance effect caused by the tolerance of the electronic components is the main source of the transmitter's RF fingerprint. In addition, even for the same devices from same manufacturer, due to the tolerance effect of some internal electronic components such as oscillators (with bias frequency and phase noise), modulator (with modulation error) and RF power amplifier (with nonlinear distortion), the actual hardware parameters will also be different, as shown in fig.2 . At present, relevant literatures have been studied on the extraction and identification of RF fingerprint features of devices under specific hardware components. For the oscillator, Xu launched a research on a radiation source fingerprint mechanism and identification method for a self-excited oscillation type transmitter. And a modeled radiation source fingerprint analysis method was proposed based on the general equivalent circuit model of a typical RF oscillator [21] . For the modulator, Brik et al. designed a passive RF device identification system (PARADIS) for the IEEE 802.11b device using the modulation error caused by hardware tolerance as the RF fingerprint [22] . Hao et al. proposed I/Q imbalance of the modulation domain as the device RF fingerprint for the relay authentication and identification of the cooperative relay system. The two-parameter hypothesis test and the likelihood ratio test method combined with numerical simulations show that the method can effectively improve the authentication performance [23] . Knox et al. used the Ettus Labs USRP1 software radio platform as the receiving device (sampling frequency of 4MHz) for the classification problem of the SiLabs IEEE 802.15.4 2.4GHz RF device, and collected and demodulated signals from 5 same type RF devices from same manufacturer. The phase information of the baseband signal was extracted as a radio frequency fingerprint. The experimental results show that the classification performance of the RF fingerprint changes due to temperature difference and channel distance difference. The shorter the channel distance, the higher the recognition accuracy. When three different channel distances (i.e., short distance, medium distance, and long distance) were used, the average classification accuracy was 99.6%, 95.3%, and 81.9%, respectively [24] . For the power amplifier, due to the non-ideal nature of the component, the power amplifier has a nonlinear characteristic, which is the main source of RF fingerprinting. Since the transmitter output signal produces amplitude and phase distortion, Wisell and Öberg established a simple nonlinear model based on the relationship between this distortion and input signal. And then the nonlinear characteristics of the transmitter was identified by the constructed nonlinear model coefficients [25] . Since the nonlinear characteristics of the power amplifier cause differences in the signal power spectrum, Liu et al. studied the characteristics of the transmitter and constructed the transmitter's RF fingerprint feature library for device identification [26] . On this basis, Xu et al. estimated the RF fingerprint characteristics of the transmitter based on the least squares method, and verified the effectiveness of the method by FM radio station experiments [27] . For the narrowband RF power amplifier with static nonlinear characteristics, Tang et al. extracted and identified the fingerprint characteristics of the narrowband wireless communication radiation source. The experimental verification of the 4 types of RF power amplifiers shows that the proposed method has a good recognition effect [28] . For the signal source, Xu pointed out that the spurious frequency components in the signal were mostly generated by the frequency deviation and phase deviation of the frequency source and the nonlinear characteristics of the amplitude and phase of the amplifier, which can be used as the fingerprint characteristics of the radiation source signal to distinguish and locate different radiation source devices [29] . For the frequency source, in order to improve the accuracy of instantaneous frequency extraction, Polak and Goeckel proposed an improved multiperiod ''zero-crossing'' method. The fractal features of the instantaneous frequency of the frequency shift keying (FSK) signal were extracted as radio frequency fingerprint features for individual station identification [30] . For antennas, it acts as a device for radiating or receiving radio waves, and plays an important role in wireless communication systems [31] . Due to the tolerance effect caused by the antenna and the charge pump, Danev et al. proposed to fully exploit this tolerance for the identification of RFID devices to extract RF fingerprint features. It was also proposed that the physical layer device mark can be applied to document clone detection in different ways [32] . For the clock crystal, He pointed out that the clock offset was caused by the inherent small deviation of the hardware device clock due to manufacturing tolerance, and it has been experimentally proven that the clock offset can be used as the device RF fingerprint (such as the fingerprint of the access point). To meet server authentication requirements, each mobile user measured the clock offset of the foreign network through the corresponding local network and used this information to establish a first trust point for mobile users connected to the foreign server. This method is based on the defects present in existing clock crystals and therefore does not require any additional hardware to implement [33] .
D. RESEARCH STATUS OF FINGERPRINT FEATURE EXTRACTION OF RF-SIGNALS
In a wireless device identification system, the identifiable RF signal itself is an RF fingerprint. However, such radio frequency fingerprint contains too much redundant information, and its dimension is too large, and the calculation amount in recognition process is huge, which results in insufficient recognition efficiency. Therefore, it is necessary to remove the irrelevant redundant information in the identifiable signal and preserve as much as possible the essential characteristics of the physical layer of the device. It is essentially a process of RF signal fingerprint feature extraction and dimension reduction. Toonstra and Kennedy first proposed RF-Fingerprint technology for radiation source signals based on transient signals and steady-state signals, respectively, for detecting and identifying illegally operated VHFFM transmitters [34] . On/off transient detection and extraction relies on channel noise and device hardware and has proven to be critical for identification systems [35] . Bertoncini et al. introduced a radio frequency fingerprinting technique based on wavelet analysis to describe the switching transients of VHF FM transmitters from 4 different manufacturers [36] . In addition, transient signal RF fingerprinting technology is also used in the identification and authentication of transceiver devices such as Bluetooth and IEEE 802.11 [37] - [39] . Hall et al. extracted amplitude, phase, in-phase, quadrature, power, and wavelet coefficients from the transient signals captured by the spectrum analyzer and further synthesized the RF fingerprints of IEEE 802.11 transceiver devices. By identifying and classifying 30 IEEE 802.11 transceivers (from 6 different manufacturers), the average classification error rate of the experimental results was 8%. Hall tested the same technology on 10 Bluetooth transceivers and showed similar recognition results. Hall et al. also introduced the concept of a dynamic profile that the RF fingerprint of each communication device needs to be updated after a period of operation to compensate for the internal temperature effects of the device under consideration [40] , [41] . Tekbas et al. pointed out that environmental factors can have a significant impact on the signal radio frequency fingerprinting of wireless communication devices. The influence feature can be reflected by the amplitude and phase changes of the transient signal, and the probabilistic neural network was used to classify and identify the device RF fingerprint. Through several sets of comparison experiments, it was found that the voltage value and ambient temperature had a great influence on the RF fingerprint recognition of the devices in the range of large temperature difference and voltage variation [42] . Rasmussen et al. extracted various features of UHF sensor devices (including transient signal length, amplitude variance, discrete wavelet transform coefficients, etc.) and integrated them into device RF fingerprint vectors. The Kalman filter was used as a classifier and the success rate of the experimental results was only 70%, and the anti-interference of RF fingerprints of such devices was poor [43] . Reising et al. extracted the burst signal of GSM-GMSK equipment as radio frequency fingerprint, and identified and authenticated it based on maximum likelihood estimation and multiple discriminant analysis methods. The recognition accuracy of experimental results can reach 88%∼94%, which clarifies its effectiveness and feasibility [44] .
In summary, most of the early research focused on transient signal RF fingerprinting. There are many characteristics of transient signal RF fingerprints, such as transient signal duration, spectral characteristics, wavelet domain characteristics, fractal dimension and envelope characteristics [45] - [48] . The key of transient signal RF fingerprint technology is how to detect the starting point of the transient signal, which requires high-precision acquisition equipment. When the signal-tonoise ratio is high and the starting moment detection is accurate, a high recognition accuracy can be obtained for a small number of communication device test sets. However, for a large number of communication device test sets, and including multiple communication devices of same type from same manufacturer, accurate identification under low SNR is an uncertain problem. At this time, the radio frequency fingerprint recognition technology based on transient signals is difficult to achieve accurate identification. In addition, RF fingerprints based on transient signal extraction are susceptible to channel change, ambient temperature, device distance and other factors, and are more vulnerable than steady-state signal RF fingerprints. Therefore, compared with the steady-state signal, the transient signal has the shortcoming of short duration, and needs high-frequency sampling equipment to capture, and faces many difficulties in realtime calculation requirements. On the other hand, in order to simplify the design of the receiver as much as possible, the preamble sequence is used in almost all digital communication systems. This improvement provides a usable, stable, identifiable steady-state signal for device RF fingerprint extraction and identification, including features introduced by the transmitter during the signal modulation phase. Therefore, the research focus began to shift to steady-state signal RF fingerprinting technology [49] - [51] . In response to the identification problem of UMTS user equipment, Kennedy et al. innovatively used the preamble steady-state signal of the universal mobile communication system after spectrum conversion as a radio frequency fingerprint for identification research. In the laboratory environment, 7 UMTS user devices of different types had a recognition success rate of 91% at a signal-to-noise ratio of 15dB; and the recognition success rate for 20 UMTS user devices with 10 types was reduced to 85% [52] . In 2015, Yuan et al. modeled the transmitter as a nonlinear dynamic system for the identification of wireless network cards. A total of 30 features of the two types of features of the reconstructed phase space of 4 wireless network cards were selected as radio frequency fingerprints for identification. Using the support vector machine as the classifier, the test results show that when the signal-to-noise ratio is greater than 10dB, the recognition accuracy is greater than 94% [53] . Gerdes et al. proposed a radio frequency fingerprint identification technology for terminal equipment based on analog signals, and conducted experiments on lowspeed network cards (10Mb). The experimental results show that only 25 data frames of the analog signal are needed to accurately identify the wireless network card produced by different manufacturers [54] . In addition, according to the difference between the analog signal and the digital signal, Gerdes et al. found that the NIC device can be identified only by feature extraction of a physical frame of the hardware signal [55] . It has been found from literatures that since the hardware information of the transmitter of communication device is more contained in the steady state signal, better identification performance can be achieved by analyzing the radio frequency fingerprint feature of the steady state signal. However, the experimental test conditions in the above literatures are specific to the application scenario, not the actual application environment, and many practical factors are not considered, and the research is still not sufficient, that is, the identification of communication devices based on RF fingerprint technology is still facing daunting challenges.
E. RESEARCH STATUS FROM RADIO FREQUENCY FINGERPRINT TO RADIO FREQUENCY GENE COGNITION
The individual identification of the radiation source based on the RF fingerprint is based on the hardware component difference of the physical layer of the device. In theory, the RF fingerprint does not change with the change of the transmitted signal. Just as everyone has different fingerprints, each wireless device also has a different RF fingerprintthe difference in hardware. This difference in hardware is reflected in the communication signal, which can be extracted by analyzing the received RF signal.
However, with the development of the hardware product industry, the tolerance is gradually reduced, making the extraction and differentiation of RF fingerprints more difficult. At the same time, the traditional RF fingerprint features are unstable, and there are many factors affecting the recognition performance (as shown in fig.3 ), so another way (namely the RF signal gene cognitive technology) is needed to achieve the goal. For the shortcomings of RF fingerprints, almost all radiation source individual identification systems will be encountered. For example, when the modulation mode, circuit components and their tolerances, working environment, etc. change, the identification system will fail; what subtle features can reflect the inherent nature of the signal is unclear. To overcome the shortcomings of individual identification technology, we have to further find the radio frequency signal gene characteristics, and the radio frequency gene should have the following four characters, as shown in fig.4 . This paper explores the feature extraction and recognition method based on the gene characteristics of radio frequency signal. Based on the identity authentication of the original IoT devices, the identity of the device based on the gene characteristics of radio frequency signal is secondarily authenticated to further improve the security of industrial IoT information. The exploration of stable genetic feature recognition of individual devices of radiation sources has been started at home and abroad. How to find the effective gene characteristics of individual radiation sources is a hot topic in current research.
The goal of the paper is to explore the feature extraction and recognition method based on the gene characteristics of radio frequency signals. The remainder of the paper is organized as follows. In Sec.2, RF-gene characteristics from perspective of fractal theory is analyzed. The description of radio frequency signal gene feature extraction by multifractal dimension characteristics is presented in Sec.3. And application and analysis of the proposed approach are discussed in Sec.4, followed by the conclusions in Sec.5. (x m , h s (t, T m ) ), where b mod (·) is defined as a specific modulation pattern. Therefore the modulation pattern and digital shaping filter are the second factor affecting the radio frequency gene characteristics. For example, in the IEEE 802.15.4 standard, the digital modulation pattern is O-QPSK, and the digital shaping filter is a half-sine digital shaping filter. The digitally processed signal will pass through the D/A conversion (DAC) circuit. Assume that the conversion time of the DAC is T g , then the baseband digital signal at the DAC input can be re-represented as:
II. RF-GENE CHARACTERISTICS FROM PERSPECTIVE OF FRACTAL THEORY
Ideally, the DAC converts the baseband signal to an analog signal u(t). However, due to the existence of quantization error n and nonlinear integration effect INL , the practical output analog baseband signal is y u (t).
where
Therefore n and INL are the third factor affecting the radio frequency gene characteristics. The DAC output analog baseband signal y u (t) will be converted by the mixer, where ω c is the carrier frequency, generated by the transmitter's local oscillator. The frequency of the mixer output is offset due to a defect in the local oscillator. Define the offset as ξ and the practical output signal z(t) from the mixer is as follows. 
Therefore ξ is the fourth factor affecting the radio frequency gene characteristics. The output signal z (t) of the mixer is converted into RF signal after obtaining enough energy from the RF amplifier and filter. Therefore, the nonlinear characteristics of the RF amplifier is an important factor in the RF signal gene generation of the communication device. Define h PA (·,ã tx ) is a nonlinear function of the RF amplifier, whereã tx is a power series, and H BP (f ) is the filter function of the bandpass filter, and then the RF amplifier output is as follows.
Therefore the power seriesã tx and the bandpass filter is the fifth factor affecting radio frequency gene characteristics.
The input signal of the RF amplifier will be converted into an electromagnetic wave signal by the antenna. Suppose − → ρ h and − → ρ v are the unit direction vectors of the horizontal and vertical polarization of the RF antenna, respectively, and F h tx and F v tx are the mapping functions of the horizontal and vertical polarization of the RF antenna, respectively, and φ h tx and φ v tx are the polarization phases of the horizontal and vertical polarization of the RF antenna, respectively, and then the electromagnetic wave signal radiated by the RF antenna is as follows.
Therefore the antenna is the sixth factor affecting electromagnetic wave signal gene. VOLUME 7, 2019 In summary, the electromagnetic wave signal gene is the result of a combination of various factors. According to fig.2 , the radio frequency signal can be represented by the following abstract mathematical model.
Assume that T {·} is the mapping function of the electromagnetic wave signal from time domain to the characteristic domain, the electromagnetic wave signal gene can be expressed as follows.
The mechanism of electromagnetic wave signal gene formation and its influencing factors are analyzed above.
B. SELF-SIMILARITY OF RADIO FREQUENCY SIGNAL
The concept of self-similarity in fractal theory initially refers to the similarity of morphology or structure. That is, a geometric object having a self-similarity in morphology or structure is called a fractal. With the emergence of a number of new disciplines such as cybernetics, system theory, dissipative structure theory, information theory and synergy theory, the concept of self-similarity has been enriched and expanded. Taking two types of modulation signals as an example, the self-similarity on the time scale is proved based on mathematical principle as follows.
The binary amplitude shift keying signal (2ASK) is most commonly used, and the baseband sequence is as follows.
Then the time domain expression of the modulated signal is as follows.
where g (t) is a baseband pulse waveform, that is, a rectangular window function; T s is the symbol duration, which represents the transmission time width of ''0'' or ''1'' symbol; ω is the carrier angular frequency; a n is the level value of the n th symbol and the value of a n of the 2ASK signal is only ''0'' or ''1''. e (εt) e (t) = n a n g (εt − nT s ) · cos (εωt) n a n g (t − nT s ) · cos (ωt)
Set:
Then:
Suppose that n a n g (εt − nT s ) and n a n g (t − nT s ) have a value of 1 or m (infinitely close to 0, but not 0), and then f (t) = 1, when the numerator and denominator are both 1 or m, or f (t) = m, when the numerator is m and the denominator is 1, or f (t) = 1/m, when the numerator is 1 and the denominator is m.
cos (εωt) and cos (ωt) are expanded by the Taylor series expansion formula as follows.
Since ε is a constant and ω is a carrier angular frequency, h(t) is the ratio of two polynomials containing t, which can be approximated as follows by retaining the highest power terms.
In summary, when the symbols transmitted at time t and εt are the same, that is, when they are both 1 or 0, we can obtain:
When the transmission symbol at time t is 1, and the transmission symbol at time εt is 0, we can obtain:
When the transmission symbol at time t is 0, and the transmission symbol at time εt is 1, we can obtain:
Therefore, the ratio e (εt) /e (t) at different times is a fixed value, and it is proved that the binary amplitude shift keying signal (2ASK) has self-similarity, that is, the binary amplitude shift keying signal (2ASK) has fractal characteristics.
The binary frequency shift keying signal (2FSK) carrier frequency varies with the binary baseband signal between two different frequency points (i.e., f 1 and f 2 ). The 2FSK signal can be taken as a superposition of two 2ASK signals with different carrier frequencies, and its time domain expression is as follows.
where the definition of g (t) and a n is same as that of 2ASK; a n is the inverse of a n ; ϕ n and θ n represent the initial phase of the n th signal symbol (''0'' or ''1''), respectively.
When the transmission symbol at time t is 1, and the transmission symbol at time εt is 1, we can obtain:
When the transmission symbol at time t is 0, and the transmission symbol at time εt is 0, we can obtain:
Suppose ω 2 = 2ω 1 and then:
The ratio e (εt) /e (t) at different times is also a fixed value, and therefore, it is proved that the binary frequency shift keying signal (2FSK) has self-similarity, that is, the binary frequency shift keying signal (2FSK) has fractal characteristics.
And so on, the self-similarity of other types of modulation signals on the time scale can also be proved based on mathematical principle as above.
C. HURST INDEX OF RADIO FREQUENCY SIGNAL
The Hurst index can be used to measure whether a nonlinear random sequence has self-similarity. Therefore, we can further verify the self-similarity of the radio frequency signal sequence by calculating the Hurst index value, and the specific calculation method is the R/S analysis method proposed by British hydraulic scientist Harold Edwin Hurst. The calculation process is as follows.
Step 1: split the time series into different segments. For example, a sequence is divided according to the following six specifications.
a. The single fragment size is the entire sequence, that is, the entire sequence is divided into 1 group; b. The single fragment size is 1/2 of the entire sequence, that is, the entire sequence is divided into 2 groups; c. The single fragment size is 1/4 of the entire sequence, that is, the entire sequence is divided into 4 groups; d. The single fragment size is 1/8 of the entire sequence, that is, the entire sequence is divided into 8 groups; e. The single fragment size is 1/16 of the entire sequence, that is, the entire sequence is divided into 16 groups; f . The single fragment size is 1/32 of the entire sequence, that is, the entire sequence is divided into 32 groups.
Step 2: calculate the mean value of each segment and a total of 63 (1 + 2 + 4 + 8 + 16 + 32) number of mean values are calculated according to the previous step.
where n is the number of points in the segment.
Step 3: the deviation sequence (a total of 63 number of deviation sequences) is calculated for each segment.
where Y = [y 1 , y 2 , . . . , y n ] is the deviation sequence calculated for each segment; x i is an element in the segment; m s is the mean value of each segment calculated in step 2.
Step 4: calculate the biggest difference of each deviation sequence, and a total of 63 number of the biggest differences are calculated. (27) where r j is the biggest difference of each deviation sequence.
Step 5: calculate the standard deviation of each segment.
Step 6: calculate the R/S value of each segment. (29) where r j is the biggest difference of each deviation sequence calculated in step 4; σ j is the standard deviation of each segment.
Step 7: the R/S values of each segment are averaged to obtain the average R/S (ARS). Step 8: calculate the Hurst index. Taking five types of modulation signals (i.e., 2ASK, 2FSK, BPSK, OQPSK and QAM) as an example, the R/S analysis method is implemented based on MATLAB programming. The initial baseband sequence is randomly generated (including 2000 symbols). The Hurst index calculation results are shown in the Table 2 . It is worth noting that when calculating the Hurst index, the final result is affected by the random sequence itself and the number of segments. Therefore when changing the initial baseband sequence, the Hurst index value will also change. We select the Hurst index value with the highest frequency of occurrence as the representative value for these five types of modulation signals. It is generally considered that when 1/2 < the Hurst index value < 1, the radio frequency signal sequence has self-similarity. The Hurst index values of the above five modulation signals are all bigger than 0.5, indicating that they all have self-similarity.
III. RADIO FREQUENCY SIGNAL GENE FEATURE EXTRACTION
Mathematical proof of radio frequency signal self-similarity has been made above and it is proved that the radio frequency signal has fractal characteristics. And it is attempted to extract the gene features of the radiation source individual signals based on the fractal theory in this part.
The multifractal dimension can describe signal characteristics at different levels, which discusses the probability distribution characteristics of the signal waveform. It divides the research object (with its linearity as 1) into N small regions, and sets the linearity of the i th region as ε i , and then the density distribution function P i of the i th region is described by different scale indices α i as following.
Non-integer α i is generally called a singularity index, and its value is related to its region.
To obtain the distribution characteristics of a series of subsets, define the function X q (ε), which is the weighted summation of the probabilities for each region:
And further define the generalized fractal dimension D q :
X q (ε) shows the effect of various values of P i . It can be seen from the Equation (32) that when q 1, the region with a high probability of
P q i plays a major role, and X q (ε) and D q at this time react to the nature of the high probability region (dense region); when q → ∞, the P i with a small probability can be ignored, and only the P i with a high probability can be considered, thus simplifying the calculation of D q . Conversely, when q 1, X q (ε) and D q react to the nature of a small probability region (sparse region). Therefore, the properties of different probability characteristic regions are represented by different q values. After the weighted summation, a signal sequence is divided into a number of regions, which have different degrees of singularity. Therefore, it is possible to mine fine structure inside the signal sequence hierarchically. When q = 0, 1, 2,D q is defined as capacity dimension (box dimension) D 0 , information dimension D 1 , and correlation dimension D 2 , respectively.
IV. APPLICATION AND ANALYSIS
Three experiments are carried out in this paper as follows. Part 4.1 shows the multifractal dimension characteristics of 9 types of modulated communication signals, part 4.2 shows the multifractal dimension characteristics of FSK signals with different distributed noise sequences, and these signals are all produced by simulation. Part 4.3 shows the multifractal dimension characteristics of practical transient signals from ten identical radio devices from the same manufacturer, and the these signals are all produced from actual devices.
A. MODULATION FEATURE EXTRACTION BASED ON MULTIFRACTAL DIMENSION
The multifractal dimension characteristics of different modulation signals under the signal-to-noise ratio environments of −10dB, 0dB, and 10dB are calculated respectively as shown in fig.5, fig.6, and fig.7 , and the values of q are from −10 to 10.
From the simulation experiments, it can be seen that the multifractal dimension characteristics of different modulation signals are significantly different. Even at low signal-to-noise ratio environment, different modulation signals can be distinguished by multifractal dimension characteristics.
B. SUBTLE FEATURE EXTRACTION BASED ON MULTIFRACTAL DIMENSION
Take the FSK signal as an example. Five different distributed noise sequences (i.e., evenly distributed noise, Rayleigh distribution noise, exponential distribution noise, beta distribution noise, and normal distribution noise) are generated, attached to the FSK signal to represent the different channel noise, each of which randomly contains 1000 samples. Using Monte Carlo simulation experiment to explore the effect of subtle feature extraction by the multifractal dimension on FSK signal mixed with different distributed noise sequences, the multifractal dimension characteristics of the FSK signal mixed with different distributed noise sequences are calculated seen in fig.8 , where the ordinate A stands for the amplitude value, and the values of q are from −10 to 10.
From the simulation experiment, it can be seen that the multifractal dimension characteristics of the FSK signal mixed with different distributed noise sequences is slightly different. Using the gray relation theory [56] , [57] , the gray relation degree can be calculated based on the fractal results obtained in each reconstruction space. Based on the extracted multifractal dimension characteristics, the recognition rate can reach 100% by the gray relation classifier algorithm. 
C. GENE FEATURE EXTRACTION BASED ON MULTIFRACTAL DIMENSION
Based on the above simulation experiments, it can be seen that the modulation feature and subtle feature can be effectively extracted by the multifractal dimension. In this part, we explore the effect of radio frequency signal gene feature extraction based on multifractal dimension to achieve identity authentication of communication devices. The practical transient signals from ten identical radio devices from the same manufacturer are collected by Agilent oscilloscope. The experimental test set consists of radio devices with ten identical Motorola walkie-talkies from the same manufacturer, one USRP2930, one notebook computer, one tool software of matlab2017a and one tool software of LabView2015. And the experimental test set is shown in fig.9 , and the values of q are from −10 to 10. 50 sets of data are collected for each radio device with sampling rate of 40 MHz, and each set of data contains 159,901 data points. And the related signal processing is illustrated in fig.10 . The radio signal waveforms and their multifractal dimension characteristics are shown in fig.10 to fig.18 .
From the experimental results, it can be seen that the time-domain waveforms of the radio frequency signal from these ten identical radio devices seem almost the same. As radio frequency signals have self-similarity, after multifractal dimension is used to extract the subtle features from the time-domain waveforms, the resulting multifractal dimension characteristic maps are quite different from each other. Analogous to the characteristics of individual gene, one curve on a multifractal dimension characteristic map may stand for one base of the individual gene, and a multifractal dimension characteristic map may stand for the gene features of the radio frequency signals. Based on the above feature extraction results, the recognition rate can reach 98.2% by the gray relation classifier algorithm. Table 3 shows the comparisons of the recognition performance of the proposed method with other techniques. In the Table 3 , FBD is the abbreviation of the traditional fractal box-counting dimension characteristics [58] , and IFBD is the abbreviation of the improved generalized fractal box-counting dimension characteristics [59] , and EC is the abbreviation of entropy characteristics [56] , where the Shannon entropy and exponential entropy are taken as a two-dimensional feature vector, and HC is the abbreviation of Holder coefficient characteristics [56] , and HPCA is the abbreviation of principal component analysis characteristics after Hilbert transform [60] , where a two-dimensional principal component feature vector is extracted after extraction of instantaneous frequency by Hilbert transform. A detailed discussion of all of the above methods can be found in our previous research papers. From Table 3 , we can see that compared with other techniques, the recognition performance of the proposed method is optimal. Therefore, the multifractal dimension characteristics can be used to express the robust gene features of the radio frequency signals to a certain degree.
V. CONCLUSION
In the paper, analogous to the gene characteristics of biological individuals, the concept of gene characteristics of the radiation source individual signal is proposed. The radiation source individual signal is proved to have self-similarity, and the multifractal dimension is used to extract the gene characteristics. Analogous to the biological individual gene, one curve on the multifractal dimension characteristic map may stand for one base of the gene, and different bases together constitute the multifractal dimension characteristic map of the RF signal. that is, the RF signal gene. Based on the extracted multifractal dimension characteristics, the recognition rate of 500 sets of data from ten identical radio devices from the same manufacturer can reach 98.2% by the gray relation classifier algorithm. Therefore, the multifractal dimension can be used to express the gene characteristics of the radiation source individual signals. Extending to the cognitive research of radio frequency signals, it can be applied to enhance the physical layer security of wireless networks, through industrial IoT device collaborative identity authentication based on radio frequency signal ''gene'' characteristics.
In future research, RF signal gene feature extraction and feature fusion algorithm based on multi-dimension and multitype fractal characteristics can be further studied. And a deep learning model can be established to achieve feature selection and dimension reduction of the extracted features, to constitute a robust RF signal gene library.
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